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MO PAU

Tan cong chén mi ndi chung va tan céng chén mi SQL
(SQL injection attacks) noi riéng 1a cac dang tin cong phd bién lén
cac may chu va cac tmg dung, gay nhidu hdu qua nghiém trong. Tan
cong chén ma SQL 1a dang tn cong chu yéu duoc thuc hién trén cac
website, trong do tin tdc nhung ma ddc SQL vao dir liéu nguoi dung,
gui dén may chui web va duoc thuc hién trén may chu co sé di li¢u
(CSDL) ctia trng dung web. Tuy theo murc d¢ tinh vi ciia ma ddc
SQL, tin cong chén md SQL c6 thé cho phép tin tic vuot qua khau
xac thuc nguoi dung, chén, stra, x6a dit liéu trong cac bang dir liéu
ciia CSDL, danh cip thong tin trong CSDL, hodc tham chi c6 thé
chiém quyén diéu khién ca hé théng chay may cha CSDL.

C6 hai nguyén nhén chinh cta tin cong chén ma SQL: (1) dit
lidu tir ngudi ding hodc cac ngudn khac khong duge nguoi 1ap trinh
kiém tra, hodc kiém tra khong ddy du, va (2) cac trang web str dung
cac cdu truy vin dong, trong d6, mé 1énh SQL gdc duoc ghép voi dit
lidu tir nguoi ding dé tao cau truy van gii dén thuc hién trén may
chit CSDL. Do tinh chat nghiém trong cta tin cong chén ma SQL,
nhiéu bién phap phong chong dang tan cong nay da dugc nghién ciru,
dé xuat. Co thé chia cac bién phap phong chong tan cong chén ma
SQL thanh 2 hudng chinh: (1) cac hudng thuc hi€n ¢ muc 1dp trinh
va (2) cac hudng & mirc nén tang. Cac hudng & mirc 1ap trinh yéu cau
truc tiép thuc hién sira mi ctia website, ma SQL cua tng dung dé loc
dir liéu, dé loai bé md doc SQL. Cac hudng & mirc nén tang thudng

khong yéu cau truc ti€p stta ma cia website, hoac ma SQL cua Gng
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dung, ma thuong sir dung cac cong cu cia hé théng, hodac cai dat cac
cong cu bd sung dé loc, phat hién nguy co tan cong chén mi trong
cac cau 1énh SQL guri tir may cha web dén may chu CSDL. Pé tai
nghién ctru thyc hién trong luén van nay theo hudng tha 2, 1a huéng
ddc lap voi tng dung web — khong doi hoi stta ma trang web va
CSDL.

Luéan van gom 3 chuong chinh sau:

Chuong 1 — Tong quan vé tin cong chén mi SQL va cac
bién phap phong chéng: giéi thi¢u khai quat vé muc dich, co ché va
md ta chi tiét vé cac kiéu tAn cong chén mi SQL. Bén canh d6 néu ra
cac nguy co, hau qua cho may chit web khi bj tdn cong chén ma
SQL. Cudi chuong s& trinh bay cac bién phap phong chdng tin cong
chén md SQL theo hai huéng cu thé nham giai quyét bai toan ngin
chin tin cong SQL Injection.

Chuong 2 — Phat hién tin cong chén ma SQL dwa trén
phan tich ca phap cau Iénh: N6i dung chuong nay gidi thiéu khai
quat vé ngdn ngit SQL va nghién ctru chi tiét vé& ¢t phap co ban cua
cac cau Iénh SQL. Tur d6 xay dung cac dac ta cau 1énh SQL hop 1€
nham phuc vu viéc phan tich ct phap cau 1énh SQL. Bén canh d6
chuong 2 ciing dua ra giai phap xay dung bd loc c6 nhiém vu bt cac
cau lénh SQL di vao may chu web.

Chuwong 3 — Thir nghiém va danh gia: Chuong nay tap
trung vao viéc ap dung giai phap dugc d& xuat & chuong hai dé xay
dung tng dung database filter nham chéng lai tin cong chén ma.

Dua trén két qua thir nghiém dé dua ra danh gi4, nhan xét.



7

CHUONG I. TONG QUAN VE TAN CONG CHEN MA

SQL VA CAC BIEN PHAP PHONG CHONG
1.1 Khai quat vé tin cong chén ma SQL
1.1.1 Gidi thigu tén céong chén ma SOL
1.1.1.1 SQOL Injection la gi

SQL injection 1a mot ki thuat cho phép nhimng ké tan cong
loi dung 16 hong trong viéc kiém tra dir liéu nhép trong cac (mg dung
web va cac thong bao 16i ctia hé quan tri co so dit liéu dé "tiém vao"
(inject) va thi hanh cac cdu 1énh SQL bat hop phap (khong duoc
ngudi phét trién tng dung ludng trudc). Hau qua ciia nd rat tai hai vi
n6 cho phép nhiing ké tin cong c6 thé thyc hién cac thao tac: vuot
qua khau xac thuc, danh cép thong tin trong co s¢ dir liéu, chén, x0a,
stra d6i dit liéu bén trong co so dit 1iéu, chiém quyén didu khién cua
hé théng.
1.1.1.2 Muc dich tan céng SOL Injection
1.1.1.3 Hdu qua cua tan céng SOL Injection
1.1.2 Co ché tin cong chén mi SQL
1.1.3 Cic dang tin cong chén ma SOL
1.1.3.1 Tdn céng vieot qua kiém tra dang nhdp
1.1.3.2 Tdn céng sir dung cdu 1énh SELECT



8

1.1.3.3 Tdn céng khai thic dit liéu théng qua todn tir UNION
1.1.3.4 Tan céng truy van nguwoc
1.1.3.5 Tan céng suy dién théng tin
1.1.3.6 Tdn céng md héa thay thé
1.2 Cac bién phap phong chdng tin cong chén ma SQL
1.2.1 Cdc bién phdp phong chéong & mikc lip trinh
1.2.1.1 Lam sach di liéu dau vio
1.2.1.2 Xdy dung truy van theo mé hinh tham sé héa
1.2.1.3 Chudn héa di liéu
1.2.1.4 M6 hinh thiét ké md nguon tong qudt
1.2.2 Cdc bién phdp phong chong ¢ mirc dp nén ting
1.3 Két chwong
Chuong I d3 gi6i thiéu téng quan vé muc dich, co ché va mo
ta chi tiét vé cac kiéu tAn cong chén mi SQL vao may chi ing dung

web. Chi ra dugc nhitng hau quéa nghiém trong phai ganh chiu khi tan

cong SQL thanh cong. Bén canh do6 chuong nay da trinh bay khai

quat cac k¥ thuat phat hién va ngan chan tin cong chén ma SQL tir
mirc 1ap trinh dén mirc nén tang 1am co sé xay dung phwong 4n phu

hop dé giai quyét bai toan ngan chin tan cong SQL Injection.
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CHUONG II. PHAT HIEN TAN CONG CHEN MA SQL
DUA TREN PHAN TiCH CU PHAP CAU LENH

2.1 Khai quat vé ngén ngir SQL va cii phap ciu 1énh SQL
2.1.1 Gioi thiéu ngon ngir SQL

SQL (Structured Query Language) 1a ngdn ngit sir dung dé
t6 chirc, quan 1y va truy xuét dir liéu duoc luu trir trong cac co s dir
liéu. SQL 1a mot ngdn ngit 1ap trinh bao gdm tap cic cau lénh sir
dung dé twong tac v6i co so dit liéu quan hé. Cac don vi dién hinh
thuc hién cua SQL 13 'truy van', cau 1énh SQL c6 thé stra ddi cdu trac
cua co so di li€u va thao tac cac ndi dung cia co so dir licu béng
cach su dung DDL (Data Manipulation Language) khac nhau, DML
(Data Definition Language) 1énh tuong tng.
2.1.2 Cu phap co bdn cdc cdu légnh SQL
2.1.2.1 Cu phap cdu lénh SELECT
2.1.2.2 Cu phap cau lénh INSERT
2.1.2.3 Cu phap cau lénh UPDATE
2.1.2.4 Cu phap cau lénh DELETE
2.1.2.5 Cu phap cau lénh CREATE
2.1.2.6 Cu phap cau lénh ALTER
2.1.2.7 Cu phap cau lénh DROP
2.1.2.8 Khung nhin VIEW
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2.2 Phat hién tan cong chén mi SQL dua trén phén tich cu
phap ciu Iénh
2.2.1 Xdy dung cdc dac ta cau légnh SQL hop Ié

Dic ta cac cau 1énh SQL hop 1€ 1a mot trong cac thanh phﬁn
quan trong trong viéc dadnh gid mét cau lénh gui tr tng dung web
dén co so dir liéu 1a hop 1€ hay khong. Trén co s cac dac ta, cac luat
dugc dinh nghia dé mo ta céu tric ch phap ma mét cau 1énh SQL
hop 18 phai tuan theo. Mot trong cc yéu cau chinh cia cac dic ta 1a
tinh hoan thién, tirc 1a ching phai bao gém céc luat cho timg 1énh g
boi tng dung web. Néu cac dic ta khong bao phu hét cac cau 1énh co
thé c6 cua mg dung web, cac 18i phat hién (canh bao sai duong, hoic
sai am) co thé xay ra. Cac dac ta dugc xdy dung dua trén ky hi¢u
Extended Backus-Naur Form (EBNF).Xem xét mét vi du xay dung
dac ta mot cau 1énh:

SELECT user _id, full name, email FROM tbl users

WHERE username = ‘cuong’ AND password = ‘abc12345°

Hinh 2.1 minh hoa déc ta tao cho cau 1énh trén. Cac luat cua
dac ta nay chi ra cac trinh tu hop 1€ cua cac thanh ph?m cua ciu lénh

hong cé tan cong.

<Query specification> 2=
SELECT <Select List> <From Clause> <Where Clause>

<Select List> i =
<Takle Column> (<COMMA> <Tabkble Cclumn>) *

<From Clause> :=
FROM <Table reference>

<Where Clause> :=
WHERE <search condition> AND <search condition>

=search condition> =
<Table Column> "=" <STRING LITERAL>

Hinh 2.1: Minh hoa dic ta ciu lénh
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2.2.2 Biit cdu lénh SOL tir irng dung

Thong thudng, ing dung web duoc ciu hinh dé gui thing
cac cau lénh SQL sang may chu co s& dir liéu dé thuc hién.

V6i may chu co s¢ dir li¢u Microsoft SQL Server, ung dung
web duoc cau hinh dé két ndi véi may chu co s dit lidu st dung mot
chudi két ndi (connection string) thong qua cong TCP 1433. Cdong
TCP 1433 1a cbng chuén ctua may chi co s& dit liéu Microsoft SQL
Server. D& bd loc co s& dit liéu c6 thé hoat dong, ung dung web can
dugc cAu hinh dé két ndi va giri cac cau 1énh SQL dén bo loc co s
dir liéu, bo loc tién hanh danh gia cau 1énh nhan dwoc. Néu ciu 1énh
SQL duoc danh gia 13 hop 18 thi n6 duoc chuyén tiép dén may chu co
so dir liéu dé thuc hién. Nguoc lai, néu ciu 1énh SQL duoc danh gia
1a khong hop 18 thi nd dugc ghi log va mot thong bao 13i thuc hién
duogc gui lai cho ting dung web. Hinh 2.2 du¢i ddy minh hoa giao
tiép gitta Ung dung web, Proxy va M4y chu CSDL, trong d6 Proxy
1a thanh phan trung gian c6 nhiém vu bét cac goi tin TCP giri tir may
chu web, chuyén thanh cac cau 1énh SQL, so do chuyén cho B9 loc

CSDL kiém tra, danh gi4 cac cau 1énh SQL.

Bdloc CSDL

Ung dungweb |

I

Hinh 2.2: So dd b tri b loc CSDL
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2.2.3 Phan tich cu phap cdu lénh

2.2.3.1 Phdn tich cii phép céu truy vin

Phan tich ct phéap cdu truy van 14 viéc phan tich cac thanh
phan dai dién cta ngdn ngit SQL duoc sir dung trong cdu truy van
nhu cdu trac ngir phép tir ving cta ngdn ngit ( vi du nhu: MS-SQL,
MySQL..).

SEL\ECT '\%M useg\f\%ﬂﬂi ﬂSCW py'ordfufabc';

Keyword Select list Identifier Input list

Hinh 2.3: Vi du phén tich ciu truy vin

y i ; SQL Keyword
Dysamic Queny ]—' Separate Token 4' Q -

'y

Structure Parse SQL
Structure
Table, column @

Hinh 2.4: M6 hinh hoat dong phan tich cAu tric truy vin

'

2.2.3.2 Cdc bude tién hanh phan tich cau tric cii phdp cdu
lénh

Cau truy van dau vao:
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SELECT * FROM wusers WHERE username='admin' AND
password='123abc'
Budrc 1: Tach cAu truy vin

Tach cau truy van thanh 3 phan: ciu tric, danh sich céc
thanh phan truy van, dir liéu ddu vao tir ngudi dung. Dit lidu bao gdbm
cdu tric cta cau truy van va dit liéu nhay cam trong cau truy van. Dir
lidu tir budc nay 1a thanh phan diu vao cua budc kiém tra phat hién
tan cong chén ma SQL.

Buwoc 2: Kiém tra cau truc va dir li€u

1. Kiém tra cAu trac: HO tro 2 lwa chon thuc hién

- Lya chon 1: Danh sich cau trac cdu truy van SQL st dung
trong qua trinh so sanh cAu trac ciu truy van dugc tao chii quan theo
hiéu biét va tham khao vé cac cau truy van thong dung trong cac tmg
dung web. Vi su lya chon nay qua trinh kiém tra cAu trac chi chuan
xéac & muc tuong ddi do tinh chit da dang cta cac ciu truy van.

- Lua chon 2: Danh sach cdu tric cdu truy van sit dung trong
tmg dung duoc nha phat trién tmg dung web cung cdp va mé dun
phan tich c4u triic & budc 1 phén tich thanh céu triic chuan vao luu
vao file sir dung trong qua trinh kiém tra dudi dang cac dic ta nhu
trinh bay ¢ muc 2.2.1. O lua chon nay viéc kiém tra cdu tric dugc
phat huy hiéu qua, dam bao tinh an toan gan nhu hoan toan cho co s&
du ligu.
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Input Query

Y

[ Separate Query ]
[ Check Query Structure J [ validate Data ]

False Is True True
Structure

valid

Is Data False

valid

b}

SQL Injection ] [ Normal ] [ SQL Injection

Hinh 2.5: M6 hinh phat hién tin cong chén ma SQL dua
trén phén tich ca phap cau 1énh.
2. Kiém tra thanh phin cau truy vén:

Danh sach cac cot, bang trong cau truy van giri ¢én may chu
co so dir liéu tach ra & budc 1 dugc so sanh vai bo danh sach cac cot,
bang dit li€u nhay cam khong duoc phép truy cap.

3. Kiém tra dir liéu dau vao:

Dir liéu du vao cua ngudi dung binh thuong co thé chira cac
doan ma nguy hiém can kiém tra, loc dua trén cac thu vién loc dir
lidu chuén cung cip boi du 4an OWASP.

Buée 3: Kiém tra két thiic
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Néu trong qua trinh kiém tra phat hién ra tdn cong chén ma
SQL thi moi thong tin vé cau truy van, thoi gian thyc hién, dia chi IP
cua ung dung web déu duogc luu trix lai dé phuc vu qua trinh diéu tra,
nghién ctu vé sau. Déng thoi cau truy vén bi loai bo. Nguoc lai néu
cau truy van 1a hop 1¢ né dugc chuyén dén may chi co so dir lidu dé
thue hién.
2.3 Két chwong

Trong Chuong II, luan vin di trinh bay téng quan vé& ngdn
ngtt SQL voi cAu truc, cac 1énh dugc st dung trén hé quan tri co s¢
dir liéu va phuong phap phén tich ciu tric cta ching; cac dic ta cua
mdt cau 1énh SQL chudn va phuong phap dé bit mot cau truy van tir
ung dung web. Trén co s& d6 luan van gioi thiéu moé hinh phéan tich
cAu truc cia cau truy vin SQL va phuong phap phat hién tin cong
chén md SQL dua trén phan tich ciu trac ciu truy van. Trén co s&
nay, Chuong III tip trung xay dung bo loc giup phat hién tin cong

chén ma SQL duya trén phan tich cu triic cau truy van.
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CHUONG III. THU NGHIEM VA DANH GIA
3.1 Xay dung mo hinh thir nghiém
3.1.1 Kién tritc bg loc cdu lénh SQL - Database Filter

Mo hinh b0 loc co sé dir liéu dwoc thuce hién theo 3 giai
doan xir ly

Giai doan 1: Xt 1y dit liéu dau vao. Dit liéu ddu vao ¢ day la
bd danh sach cac cau truy vin chudn (Query Template) va cac ciu
truy van (mg dung web can bao vé dang st dung.

Giai doan 2: Loc ciu truy van tir may chii img dung web giri
téi may chu co s dit lidu. Moi goi tin duge giri di giita cac may tinh
khac nhau trong mang déu duoc gan dia chi IP va két ndi dén mot
dich vy nhét dinh. Cac dich vu nay thuong duoc dinh nghia theo port

dich duogc gan vao truong header cua goi tin.

QUERY DATA FROM
TEMPEPATE WEBSERVER
1
DATA SEPARATE
PROXY
PROCESSOR PROCESSOR
STRUCTURE QUERY,
LIST - i INPUT,
IDENTIFERS
VALIDATE k
PROCESSOR
BLACK
LOG
LIST

Hinh 3.1: M6 hinh b loc co sé dir li€u
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Giai doan 3: Diy 1a qué trinh kiém tra tinh dang dén cua
ciu truy van dugc giri dén may chu co sé dir liéu. Néu cau truy van
la ding dén no6 s& duoc gui dén may chu co sé dir liéu dé thuc hién
nguoc lai n6 sé& bi loai bo va gy ra 16i may cha khong hdi dép phia
may chu tng dung web.

3.1.2 Cai dat bo loc co so dir liéu

3.1.3 Gidi thiéu mot sé6 mé dun chwong trinh
3.1.3.1 Mo dun proxy

3.1.3.2 M6 dun phan tich cu phap

3.2 Mot s6 két qua

3.2.1 Khéi tao hé thong

2. Windows PowerShell
P3 D:NDATN> python proxy_filter.py

Useage:
python proxy_filter.py proxy_address:proxy_port datahace_addrvess:database_port file

EX: proxy filter.py 192.168.1.2:8080 192.168.2.2:3306 statement.txt
PS D:N\DATH>

Hinh 3.2: Dong Iénh thyc hién chay wng dung bg loc co
so dir liéu



18

2. Windows PowerShell
PS D:\DATN> python proxy_filter.py
Useage:

python proxy filter.py proxy_address:proxy_port database_address:database_port file
EX: proxy filter.py 192.168.1.2:8080 192.168.2.2:3306 statement.txt

PS D:\DATN> python proxy_filter.py 127.8.0.1:0088 127.8.8.1:3386 statanent.txt
SELECT = FROM Users;
SELECT Pirst Name. Last_Mame Users;
SELECT ROM
SELECT i i OR username = '*;
INSERT 3 enail) URLUES(..),
*{5usernane}’ OR email = *{Susername}’ AND password = ’{$passuord}’

ugerid FROH users HHERE email = '{%email’’ OR username = '{Susername}’;
T INTO users {username, password,enaild URALUESC’ {Susernamel’.’{$pass d)‘ *{Senail?’ J;
SET MAMES utfg

SELECT = FROM User

~“Parcer Structure

'Pd.l reer Structu

1= AND password=8ELECT userid FROM users WHERE enmail= OR username=;
arser Structure-—-—
rd.enaild VALUES C..0;
PArea R S ERUGEIN N v v e

Hinh 3.3: Két qua phan tich tép dir liéu cau truy van dau
vao
NEO - opened connection trom 0.8, » connection count now

Check query
HEEHERHEREHEN 3 ] 13T B EHHEEENENHEHOHEHHENEHHOHEHE
dataSET NAMES utff:)

SET  NAMES utff

utfh*
f 6bhdac@33f £h7156f 76638c63c2bh7e
step 2
CELECT * FROM users UHERE username = 'adnin’ OR email = ‘adnin’ AND password = '123456';
e (iRl =————= =
PSELECT * FROM users WHERE username = 'adnin’ OR email = 'admin’ AND password = '123456° ;%
Check query ————m———
bHbEHEHREREHEH 1 ] 131 £ RHEHHEHEHEEHEHHHHEHEHHEHEHE
dataSELECT * FROM users WHERE username = 'adnin’ OR email = 'adnin’ AND passuord = '123456';:)
CELECT * FROM users UHERE username= (R email= AND passuor
--——-———-——————— lalidate Structure —
PSELECT * FROM users WHERE username= OR email= AND passwo
657h4;6ff6e214ﬂﬂha453ec32a9'?7637
step

Hinh 3.4: Thong tin b§ lgc co sé¢ dir li€éu thu dwoc
3.2.2 Kich ban thw nghiém tin cong chén ma

3.2.2.1 Céng thirc hang diing

Nhap gia tri vao trudng dau vao:
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Keét qua trén bd loc co so dir lidu:
SELECT * FROM users WHERE username = ‘1’ op 1 R email = ’1’ o 1 1-- =" AND password = *dsdsd’;

s ([l ===

(SELECT * FROM users UHERE username = ‘1’ or

-————---—--————— (heck query -——
£ B 3HHEHHRHEHEREEECEHENEOHE

mﬂ*ﬂ*ﬂ*ﬁu
dataSELECT * FHOH Users UHERE usernane = ‘1’ or 1=1-- =" (R emall = m' 1 1-- =" AND password = ‘dsdsd’;:)
WHERE username= or = -- - OR email assuord = 'dsdsd’;

- Ualidate Structur
*SELECT * FROM users WHERE usernane= or = — -' OR email = "1’ or 1= fND passum'd = 'dsdsd’ ;%
7£00a05044c4adab11f hdhc@deeb20f 3
Structure Detection
Detected:Thu, B3 Dec 2615 63:83:23 Query: SELECT * FRON users UHERE username = '1' op 1=1-- -’ OR email = 1’ or 11— -

Hinh 3.5: Thong tin thu lai khi tin cong chén mi
Tra thong tin vé cho ngudi dung:

B http://localh.tn/loginphp 3 |, localhostB088/ 127000 /., X +
€ .p localhost:8088/datn/login.ph

o 151 xdy ra & file C:\xampp\htdocs\datn\login.php tai ding 36: mysqli query(): MySQL server has gone away

ch 181 x8y ra & file C:\xampp\htdocs\datn\login.php tai déng 36: mysgli_guery(): Error reading result set's header
Query SELECT * FROM users WHERE usermame ='1' or 1=1---' OR email ='1" or 1=1-- -' AND password = 'dsdsd’;

MySQL Error: MySQL server has gone away

_Hinh 3.6: Thong bao 16i cho ngudi dung
3.2.2.2 Truy van khong hop lé

Nhap gié tri dau vao:

11111111111 aa' AND CONVERT (char, no)— #

Keét qua trén bd loc co so dir lidu:
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PRELECT * FROM users WHERE usernane 711111111111' (R enail = ‘11111111111" AND password = 'aza’ AND COMUERT(char, no)-- +'5%
Check query

eoHaReeaaano 2 | 1]t pHHRRHERHEHEREEHHRHOREOH

ataSELECT * FRON users WHERE username = '11111111114" OR emadl = *11114111111" AND password = ‘aaa’ AND COMUERT(char, nod— ;%)

SELECT * FRON users UHERE usernane= (R enail= AND passuord= AND CONVERT(char, no ) — +';

Ualidate Structure -—
AELECT * FROM users WHERE usernane= OR enail= AND passuoed= AND CONVERT(char, no ) — +';%
3183 T 31499 Mt B 26262215
Structuee Detection
Detected:Th, B3 Dec 2815 83:15:23 Queryr SELECT # FRON ugevs UHERE username = '11111131141" OR email = '11111111111" AND passuord

Tra thong tin vé cho ngudi dung:

[E] http://localh. tnflogin.php X localhost8088 /127001 /.. X | +

& localhost:8088/datn/login.php

C6 18i xdy ra & file C:\zampp\htdocs\datm\login.php tgi déng 36: mysgli query(): MySQL server has gone away

C6 181 xdy ra & file C:'\xampp\htdocshdatn\login.php tai déng 36: mysgli query(): Error reading result set's header

Query SELECT * FROM users WHERE username ='11111111111' OR email ='11111111111" AND password = 'aaa’ AND CONVERT(char, no)-- +:
MySQL Error: MySQL server has gone away

3.2.2.3 Truy van phép hop

Nhap gia tri dau vao:

a' UNION SELECT * FROM <iablename> \WWHERE userld= "admin'- +

Thong tin tra vé phia b0 loc co so dir li€u:

* UNION SELEC
= —-- Check query
[eeeranoniayg |1 Tar pHEHEERREERHHOEBHEOHERIION
ﬁthELECT # FROM users WERE usernane = 'a’ UNLON SELECT  PRCH <tahlename) INERE wserld= aadninfi-- +' OR enail = 'a’ UNICH SELECT » PROH {tablenane} WHERE userld=
i WHERE usernane= UNION GELECT » FROH <tahlename) WHERE userld= adnin -- +' OR enail = 'a' UNIOH SELECT * FROM <tablenanc WHERE userld= madninfi—

Lidate Stwcture -—-
ne= UNION SELECT # FROH (tahlenane) UHER d=ainin — +' OR email = "2’ UNION SELECT = FROM ctablenane> UHERE userld= madmink

uerys SELECT * FROH users WHERE useenane = ‘a' UNION SELECT * FRON <taklenanz) WHERE userld= aadminfi-— +' (R enail = ‘a’ UNION SE|
1111

er]d: zadninfi— + AND pas
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3.3 Nhén xét va dé xuét
3.3.1 Nhdn xét

V6i danh sach cdu truy van dugc cung cip trudc boi nha
phat trién tng dung web, bd loc hoat dong tdt va hidu qua do d6 ¢
thé dam bao cac cau truy van khi dwgc giri dén déu phu hop véi céu
trac ngit phap duoc xay dung. Két qua kiém tra dir liéu nhay cam
phu thudc vao dinh nghia vé dit lidu nhay cam . Do tinh chét phu
thudc vao ddu vao cung cip boi nha phat trién ung dung web nén
tinh phu thude cta b loc con cao. Bu lai, két qua phat hién va ngan
chédn ¢ hinh thirc nay dat d6 an toan mirc cao nhét.

Trong trudng hop danh sach ciu truy van khong dugc cung
cép trudc tng dung hoat dong kém hiéu qua hon. M hinh phat hién
chit yéu dya vao viéc kiém tra tinh dting sai ctia céu tric ngir phap va
dya vao danh sach cac dit liéu nhay cam va cac tir khoa nguy hiém.

Van d& xir Iy cac cau truy van c6 do tré con cao.

3.3.2 Dé xuit

Pua ra hé thng loc cdu truy van tir img dung web bang cach
thuc hién qua trinh hoc truy van. Qua trinh nay Gng dung web s&
dugc nha phat trién tng dung web chay trong méi truong tich biét
(khong c6 tin cong), moi chirc ning cua tmg dung web s& duoc kiém
tra hoat dong. Trong qua trinh kiém tra cac cu truy vin SQL tir Gmg
dung web gui sang may chu co s& dit li€u s€ dugc thu thap lai tao
thanh bd mau dau vao cho bd loc co s& dit liéu. Diéu nay dam bao

tinh tién loi cho nha phat trién tng dung web.
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Nén cai dat trng dung bd loc co s¢ dit liéu nhu mét ph?m mo
rong ciia hé thong phat hién va ngan chian xdm nhap hodc tuong lira.

B sung hd tro xir 1y da ludng cho hé thong nham giam do
tré loc.
3.4 Két chwong

Chuong III da trinh bay chi tiét qua trinh cai dat va thi
nghiém bd loc co s& dit li¢u dya trén phan tich cAu trtc ct phap cau
truy van dé phat hién tdn cong chén ma SQL. Mot sb kich ban tan
cong chén ma don gian da dugc thir nghiém.

Tir két qua thuc nghiém, ta c6 thé thiy day 1a mot phuong
phap c6 trién vong, c6 hiéu qua dé phat hién ra cac cudc tin cong
chén ma SQL. M6 hinh nay c6 thé tiép tuc nghién ciru, cai thién, i

wu va tmg dung hiéu qua hon trong thuc té.
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KET LUAN

Két qua dat duoc
- Luan vén trinh bay khai quat vé khai quat vé tin cong chén

mi SQL, chi tiét v& co ché va cac dang tin cong chén mi SQL.
Trong d6 d3 phén tich chi tiét v& muc dich, phuong thirc va mirc do
nghiém trong cua mot sb kiéu tin cong chén ma SQL gy ra cho Gmg
dung web

- Ludn vin dua ra cdc bién phap phat hién va ngin chin tin
cong chén ma SQL tir muc lap trinh dén mirc nén tang. Pac biét,
luan véan tap trung nghién ctru sdu phuong phap va mé hinh phat hién
tn cong chén ma SQL duwa trén ciu trac ngit phap cau truy van.

- Xay dung va thir nghiém thanh cong bd loc co so dir li€u sur
dung trong phat hién tin cong chén ma. Tir két qua thir nghiém thu
duogc, d6 4n da rat ra dugc wu diém, nhuoc diém cia mé hinh va c6
duogc nhitg hudng phat trién, cai thién bo loc trong tuong lai.
Hudéng phat trién

Pé tai ctia luan vin co6 thé dugc phat trién theo cac hudng:

- Tiép tuc thir nghiém bd loc trén voi nhidu ing dung web
cung két nbi dén mot may chu co s¢ dir liéu. Tir d6, ta ¢ thé tinh
chinh, cai dat lai tng dung sao cho dat hi€u ning cao nhét. Chuong
trinh can duoc t6i wu hoa dé tan dung t6i da hiéu nang cua h¢ théng
phan cimg may tinh va mang. Didu ndy c6 y nghia rat quan trong
trong viéc dam bao tdc dd truy van dit liéu cta tmg dung web va trai

nghiém cta nguoi dung truy cap vao trng dung web.



24

- Sir dung phuong phéap hoc truy vén cho ung dung dé kha
ning phat hién tan cong chén mi ciia ing dung dat hiéu qua cao
nhat.

- Nghién ctru két hop tng dung véi cac phuong phap phat
hién tan cong khic nham nang cao kha ning phong thu cho tmg dung

web.



[1]
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